Chapter 1: INTRODUCTION
The fundamental organization of the Headquarters Air Force (HAF) must adapt in order to meet the rapid rates of strategic and tactical changes that will be occurring in the 2035 timeframe. These adaptations will need to encompass both new and emerging technologies as well as a generation of Airmen who have grown up in a technological and flattened world. By choosing, or alternatively allowing, a new organizational construct, the Air Force can best leverage its people to meet the strategic challenges of the future. The organizational structure of the Headquarters Air Force (HAF) directly impacts the ability of the HAF to provide essential support to the Chief of Staff of the Air Force, the Congress, and fielded operational forces.
These decisions can have far-reaching consequences that impact the Air Force, the nation and other countries. How this Air Staff handles any future environment will depend upon the nature of the future and the organizational structure of the staff.
The cognitive organization, as defined in this paper, will meet the needs of the Air Staff of 2035 to meet the rapid rates of change while retaining the appropriate levels of accountability.
A cognitive organization is an organization combining the mechanistic and organic forms of organization by using an existing military hierarchy, which maintains control over a limited number of high risk processes, and decentralizing all other functions across a networked, selfadjusting system. It makes use of decentralization of authority, appropriate control measures, and the use of teams to solve problems. The cognitive organization can be described as a loose confederation of teams, both ad hoc and standing, working toward the common goals of the organization. Proper leadership of the cognitive organization requires the articulation of a clear vision along with oversight of those processes that can have catastrophic outcomes. with these future issues, the Air Force will also have access to both technological and human resources. The world of 2035 will most likely be driven by the development and fielding of disruptive technologies by a wider range of actors, while the United States will find itself resource constrained. Additionally, technology will be advancing at rates that increase exponentially. Rapid technological change will provide adversaries advantages they do not currently enjoy while complicating the decison-making process of any organization. But the same technology can provide tools, such as artificial intelligence, that an established organization, like the Air Force, can use to its advantage. Furthermore, the future will have extraordinary people who have grown up in a world of networked connectivity and problem solving. The future provides the Air Force probable risk and possible reward.
The following chapter begins a discussion of the two fundamental types of organization in management literature. Both the advantages and disadvantages of mechanistic and organic type of organizations are outlined to provide the basis for building a new organization for the HAF. Mechanistic organizations provide stability and reliability in decision-making, but tend to be slow and resistant to change. On the other hand, organic organizations are swift in decisionmaking, but, due to the nature of decentralization, do not provide the appropriate level of accountability for dealing with high-risk decisions. Chapter 4 describes the cognitive organization that combines the speed of an organic organization with the requirements of an organization that deals with potentially catastrophic outcomes emanating from the decisions that are made. I argue that the cognitive organization can deliver both if the leadership allows risk, provides clear vision, and empowers networked people at the edges of the organization.
Chapter 5 begins with a vignette that presents a realistic problem for two organizational types to confront. The vignette includes technological and intelligence difficulties and forces information across stove-pipes, but with the Air Force and the interagency environment. Maj Smith, the notional action officer in both scenarios, first handles the problem within a cognitive HAF. He then repeats the exercise within a HAF that mirrors today"s organization and processes. 1 In both cases, Maj Smith must assemble teams and transfer information. However, in the cognitive organization, he is given much more latitude in his decision-making authority and he has the ability to directly liaison with elements across the entire United States government. This level of authority becomes a critical factor in the speed at which the cognitive organization works and allows the cognitive HAF to outpace the more deliberate processes of today"s HAF.
Finally, Chapter 6 concludes with an analysis of the results of the thought experiment posed in Chapter 5. In order to build a cognitive HAF, three things are necessary. The Air Force must arm its decision-makers with the appropriate network and technological tools.
Additionally, the right people must be identified and recruited to provide the type of skills needed to succeed at the edges of a decentralized organization. The "edge" of an organization is "where the organization interacts with its operating environment to have an impact or effect on that environment." 2 These people need to be both intelligent and not adverse to risk.
Furthermore, Air Force leadership must develop itself to allow risk and decentralize control of processes that do not result in decisions that may have catastrophic results. By implementing plans that incorporate these three elements, the Air Force can develop its HAF via evolutionary change that will deliver the required results without a wholesale disruption of current processes and operations.
future will hold. However, with a few generalities, the future environment can be broadly understood and, hence, we can prepare for it. The best preparation for an uncertain future is an organization that can quickly assess changes, react to those changes, and guide the Air Force through those changes. A cognitive organization can meet this challenge and, by implementing evolutionary changes, can change itself to best deal with any future environment imaginable. Chapter 2: A FUTURE Defining the future is always a problematic endeavor, however, some key assumptions can be made that will provide a degree a certainty regarding possible future environments. The year 2035 will most likely be strikingly different from the world of today. Technology has been changing and will continue to change at an exponential rate that will have profound societal impacts. 3 This continuing rapid change in technology, along with the associated societal upheavals, can be expected to lead to more disruptive technologies being made available to more entities, even individuals. 4 Ironically, the United States military will most likely have fewer resources to address these increasing threats. 5 Against this backdrop, the Air Force will have tools available to counter these threats. Artificial intelligence and/or advanced computing capabilities will be readily available and already be in use throughout the Air Force and society.
Additionally, the networking being used today will continue to improve and proliferate through every niche of the military and society. Furthermore, the Airmen of tomorrow"s Air Force will have grown-up in a world of avatars 6 , networks 7 , and informality. 8 Although limited in nature, these few assumptions can paint a general picture of tomorrow"s environment.
The 2008 Blue Horizons Future Studies produced four alternate futures that the Air Force should be capable of confronting in 2030. From this study, two common themes emerge that should be applicable to 2035. The future will be disruptive, characterized by rapid changes; and resource limited, at least for the United States. 9 The disruptive and resource limited nature of the future will have profound impacts on military organizations, processes, and equipment. As technology advances, more disruptive capabilities will be available to a wider range of actors.
State and non-state actors that are now only able to affect regional neighbors will be capable of reaching international targets. While the threats increase, the United States" ability to meet those threats through increased spending will be greatly hampered by fiscal constraints. How the Air Force meets these challenges will rely upon sound, timely decision-making and execution.
A current example of an enemy using various technical means available to thwart US interests is Al-Qaeda. Its use of the internet to organize and train its members is only the tip of the iceberg. 10 In the future, organizations such as Al-Qaeda will be greatly enabled by advances in off-the-shelf technologies. These technologies can be expected to enable more disruptive outcomes. For example, imagine a terrorist group marrying biotechnology 11 with nanotechnology to produce a precisely targeted weapon that can freely pass through nation-state borders and strike at the time and place of the terrorists" choosing. 12 The US"s asymmetric advantage of precision strike could be lost to a handful of individuals with a bit of imagination and technical expertise. Furthermore, just about the time the US can understand the new threat and develop countermeasures and defenses, the threat will have already changed. This is due to the fact that technology is rapidly advancing and will continue to increase in its rate of change.
Kurzweil, in his book The Singularity, describes these rapid changes and postulates a time in the near future where it will be impossible to plan for the future simply because it will be so fundamentally different than anything that has gone before. 13 He claims that it will be impossible for the current human to keep up with the changes that technology will bring. Human organizations and thought processes will be too slow to react to an environment that is being created by technology that humans will no longer control. 14 Although extreme in the outcome, Kurzweil" s fundamental premise of increasing change is sound and this rapid change will most likely be an integral part of any possible future.
Finally, the United States will not have the same resources relative to the rest of the world that it now enjoys. The Air Force can be expected to have a smaller budget. Programs, such as Social Security and Medicare will consume more of the budget leaving less for discretionary departments, such as the Department of Defense. Fewer funds will limit material solutions available to tackle critical problems quickly and effectively. These trends sketch a future that is full of uncertainty and risk. But the future also holds the keys to success.
The world of 2035 will be an amazing place that has as many opportunities as it does problems. One can expect advanced computing to be prevalent throughout society.
Furthermore, one can imagine artificial intelligence helping humans analyze the environment, calculate risk, and propose solutions. 15 Computers will become more integrated with humans, possibly to the point of increasingly complex bio-tech interfaces. 16 This enormous resource will allow a single person to do the work of an entire staff of experts. Knowledge will be at an action officer"s fingertips for immediate use for formulating courses of action, analyzing potential outcomes, and choosing or recommending optimal solutions. When the action officer encounters difficulties dealing with the complexities of the environment, a computer will be able to run advanced simulations to assist formulating, analyzing, and choosing solutions to perplexing problems. 17 Humans will become more capable as individuals.
Networking, enabled by increased computing capacity, will add another layer of complexity and power to the future organization. People will be able to connect, share, and create knowledge in new ways. This knowledge will be available to a wide audience for immediate use and further distribution. Networking is already a reality, but it will become even more prevalent in the future. As humans become more capable as individuals, networking will allow them to become super-powered as groups, teams, and associates. Finally, people will have changed by 2035. Societal trends show that young people are already fundamentally comfortable with technology and change. This trend will most likely continue with individuals relying even more on technology in both everyday and professional life. 18 The Airmen of the future will be comfortable with building ad hoc teams over a distributed network in order to solve problems or take advantage of opportunities because they are already using those skills in virtual gaming worlds. 19 An Airman of this type can be developed to be decisive and entrepreneurial. By developing these traits, along with the proclivity to use technology and to be comfortable with change, the Airman of the future will be the Air Force"s greatest asset, as has always been the case. The Air Force must decide how to best organize both the people and the technology to leverage both against the uncertain strategic environment of the future. and the various decisions that must be made and implemented. In reality, organizations exhibit traits of both styles to greater or lesser degrees. An understanding of these two basic types and how they combine to create a modern organization is key to the development of an organization prepared to meet the challenges of the future.
A strict hierarchical organization is the best example of a "mechanistic" model. This model was developed during the Age of Industrialization and is perfectly adapted to mass production. 23 In this environment, a quick time cycle is subordinate to the need to make the right decisions in order to maximize productivity or effectiveness while minimizing risk to the 11 institution. The primary attribute of a hierarchy is that it is governed by rules and direction from superiors within the organization. 24 The hierarchy is typically depicted by a wire-diagram that strictly outlines the chain of authority with decision-making processes clearly outlined through formal policy or regulatory documentation. Decision-making authority is normally reserved for higher levels within the organization with the most important decisions made by the person occupying the most senior position. Furthermore, a hierarchy is intentionally designed to operate independently of individuals occupying positions within the system by promoting people according to their perceived ability to operate at the next higher level in the organization. In other words, people are interchangeable and expendable in a robust hierarchical system since someone with equal potential, not necessarily experience, is normally ready to replace someone who departs the organization. Because of this interchangeability, hierarchies require standard operating procedures when dealing with the environment exterior to the organization. Finally, hierarchies are functionally organized with expertise within each function of the system. In essence, hierarchical organizations can best be described as:
1) Utilizing a long time span between start and completion of a task.
2) Requiring large investment of capital to start and maintain.
3) Normally inflexible with regard to fixed resource investment. 4) Characterized by work force specialization. 5) Tending to be highly bureaucratic. 6) Requiring long-range planning to implement change.
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All of these characteristics favor a system designed to operate within a stable external environment with few variables and with adequate time for reasoning and decision-making by the most experienced and trusted agents within the system. As with any organization or system, advantages and disadvantages are present.
The hierarchical form of organization is optimized to focus the energy and drive of numerous individuals towards an objective or set of objectives determined by the hierarchy"s leadership. This style of organization is well suited for organizations that deal with decisions that may have ruinous and far reaching consequences operating in stable environments. 26 By having the most trusted and experienced office holders make critical decisions, the organization limits the chance that a decision will be catastrophically wrong. Although bureaucratic decisions may be slow, they seldom produce decisions that may lead to the ruin of the system as long as the organization is operating within a stable external environment. Additionally, hierarchies provide a level of accountability to individuals within the organization that enables the organization to focus efforts in line with the needs of the organization. As one moves from the lower levels of a hierarchy to the highest echelons of control, execution of standard operating procedures slowly transition to decision-making functions. By controlling the rules governing standard operating procedures and levels of decision-making authority, the hierarchy"s leadership is able to maintain responsibility for the organization"s actions and accountability for the results. Ultimately, the functional nature of hierarchies ensures that the trusted agents of the system are functional experts. Most leaders within a hierarchy have climbed the proverbial ladder within the functional stovepipes of the organizations. This reliance on the experts ensures any decision made is consistent with prior experience and is likely to produce a known result, namely one consistent with the objectives set by the organization"s leaders. While this organization is well suited for stable external environments, there are significant limitations once a variable external environment is introduced.
Although widely utilized, hierarchical structures have distinct disadvantages.
Hierarchical organizations are typically unable to reach quick decisions due to the formal processes that are normally involved. Jill Janov, in her book The Inventive Organization, observes, "When power is highly centralized, it is quite possible that many organizational boundaries are not only meaningless but also barriers to fast and efficient operations."
27
Boundaries within an organization delineate those places or processes where information must pass from one entity or function to another in order to be acted upon or passed to another entity or function. Effectively, these boundaries may be meaningless with regard to the actual objective to be achieved while slowing or even preventing the required information from reaching the ultimate actor or operator. Hierarchies, by their very nature, introduce boundaries between people, offices, and functions that limit and slow the flow of information required for timely, useful decisions. Because information flows are typically impeded and people operate primarily within their functional stovepipes, the organization tends to be resistant to change. This is "organizational inertia which always pushes for continuing what we are already doing."
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Since a swiftly changing environment is expected in the future, a hierarchy is at a distinct disadvantage due to its inherent inertia. To be successful in a changing environment requires an organization able to adapt to those changes. Resisting change is not the solution to a changing world and will lead to an organization that is left behind and no longer relevant given new situations and problems. Finally, as the hierarchy is introduced to more variation within the external environment, uncertainty increases and standard operating procedures begin to break down. More decisions need to be made by fewer authorized people. Jay R. Galbraith noted, "As uncertainty increases, we encounter the overloaded hierarchy." 29 As the hierarchy is overloaded, standard operating procedures are no longer able to effectively control either the flow of information within the organization or the interaction with the outside environment. As can be seen, the disadvantages of hierarchies are slow decision-making, resistance to required change and difficulty responding to uncertain environments. Management theorists have observed another style of organization that seeks to overcome these disadvantages.
The organic form of organization more closely resembles a living organism, as opposed to a machine. The organic organization is not described by a wire-diagram. It is formed through lateral communications, empowerment of individuals, limited definition of roles and jobs, and continuously redefined formal and informal interactions. 30 The decentralized nature of the organization encourages decisions to be made at the lowest levels of the organization. Only edge of the organization, and "unbundled" command and control. 32 The organic organization also tends to be task oriented versus functionally organized. The organization responds to the external environment by forming either ad hoc or planned teams to gather required data, make decisions, and implement actions. These teams cut across functions and have the necessary authority and expertise to accomplish all three of the above tasks quickly and efficiently. In fact, different teams will reach differing decisions and implement different actions based on the same external conditions. This experimentation is key to the growth and survival of an organic organization. As opposed to hierarchies, organic systems are characterized by swift decisionmaking by empowered individual and teams, adaptability to change, and ability to thrive in an uncertain environment.
The advantage of organic systems flow from their essential characteristics. Primarily, organic systems are adaptable to change, seek change, and thrive in change. Agility is a key component of organic strength. In a 2000 study, Mankin and Chakrabarti finds that agile companies perform better in volatile environments and that agility outperforms specialized optimization. 33 Volatile environments produce innumerable variables and challenges to any organization. Organic organizations respond with experimentation that ultimately leads to adaptation to the new environmental conditions. By pushing decision-making to the edge of the organization, the central "authority" lets experimentation determine the outcome of new variations. Successful decisions will "survive" contact with the environment; failed decisions will not. The organization will respond by rewarding the successful decisions and encouraging similar processes throughout the system. Lessons learned from both successful and failed outcomes will be immediately available to the rest of the organization allowing the decisionmakers at the lowest levels to adjust to the successes and failures of others. Thomas Peters and Robert Waterman, Jr. note, "Adaptation is also too complex to manage by rules in a big enterprise. Alacrity and sheer numbers of experiments are critical ingredients to success through experimentation. 34 An organic organization ensures experimentation will occur and that, as the system responds to success and failure, the outcome to most challenges will ultimately be positive. Organic organizations exhibit their strengths in a volatile environment where experimentation is the rule and mistakes are allowed and even encouraged. But, experimentation comes with its own risks.
The nature of decentralization in an organic system can pose problems for an organization as it reacts to its external environment. Decentralized decision-making always risks an incorrect decision being made by someone who may not have the appropriate functional expertise or organizational oversight. Janov states, "...in a highly decentralized organizations, boundaries may serve a single functional unit and preclude service to the entire system." 35 In other words, the person or persons making a decision may not see the whole picture in the same way that a traditional "corporate executive" would. Additionally, the decision may be functionally wrong as well because there is no guarantee that the most experienced expert in a particular field will have the opportunity to review or comment on a pending decision.
Experimentation itself can also cause problems to an organization. The premise of organic structures is that mistakes will be made, but the preponderance of decisions will be correct due to the robust ability of the system to respond to both successes and failures as they occur. A new organizational concept, the cognitive organization, is needed for the Headquarters Air Force to meet the challenges of a future strategic environment that will be chaotic, everchanging, and uncertain. A cognitive organization is an organization combining the mechanistic and organic forms of organization by using an existing military hierarchy, which maintains control over a limited number of high risk processes, and decentralizing all other functions across a networked, self-adjusting system. Many of the concepts of the cognitive organization are based on the ideas of a learning organization 37 from Peter M. Senge and an inventive organization 38 from Jill Janov. This organization is specifically designed to allow the system to adapt to and take advantage of a rapidly changing external environment while safeguarding both the integrity of the institution and the security of the nation. To do this, the leadership of the cognitive organization, in this case the HAF, must clearly define those decisions that must rise to higher levels of the organization. As the number of decisions requiring higher authority increases, the cognitive organization takes on more characteristics of a mechanical system. To strike the right balance is the fundamental requirement of the cognitive organization. The term cognitive is chosen since it encompasses the idea of a thinking system meant to efficiently and effectively communicate, manipulate, and use knowledge for the accomplishment of the organization"s mission.
The cognitive organization has many characteristics of an organic system with elements of a hierarchy to maintain control where appropriate. It makes use of decentralization of authority, appropriate control measures, and the use of teams to solve problems. The concept of network consensus 39 is key to the efficacy of the cognitive organization. Furthermore, the cognitive organization is built on lateral communications, personal relationships, and creativity.
The amount of oversight by higher levels of authority is defined by the level of risk that can be accepted by the organization. This cognitive organization provides a starting point for analysis and discussion of a future HAF capable of meeting the challenges of a new strategic environment.
The cognitive organization differs the most from the current HAF organization by increased decentralization of authority that can be most easily described as flattening the organization, but not allowing all decisions to be made at the edge of the organization. Airmen and civilian personnel on the edges of the staff must have both the infrastructure and authority to enable decision-making appropriate to the risks accepted by the organization. No decisions should be raised to a higher level in the organization unless absolutely necessary. This means that an action officer should be capable and be allowed to pull in vast knowledge-based resources, analyze the data, communicate with other parties as required, make a decision, and execute that decision. The action officer will be guiding networked consensus toward a goal that is best for the organization and its mission. Networked consensus is key to the cognitive organization as it uses all the knowledge-based resources of the system germane to the issue, as well as the judgment of experts, in order to arrive at an optimum solution.
Cognitive computing, nano-technology, and advanced networking are only some of the tools that will be available to enable an action officer to accomplish all of these elements quickly and effectively. 40 He will have the capacity to explore the second-and third -order effects of his decisions. In fact, given advanced computing capabilities, he will be able to run simulations on the potential decisions and determine probable outcomes. Higher-level authorities must be willing to trust in both the resources available and the creative force of the people using those resources. Additionally, technology will allow the direct link to the appropriate level of authority from the external environment. Even simple artificial intelligence and computer algorithms will be able to route enquiries, problems, and new information to the right person at the right time. Cognitive reapportionment is one way to describe the movement of knowledge and decision-making authority in a learning organization. This idea is articulated by Benn R.
Konsynski and John J. Sviokla, "In cognitive reapportionment we suggest the idea that the organization is conceived as bundles of decisions and that these bundles can be allocated across humans, systems, or combinations of humans and systems" and that these "can be dynamic." A cognitive organization must also provide adequate controls that will minimize the risk of catastrophic outcomes due to incorrect system decisions and clear vision to empower and guide all members of the organization. Control of a cognitive system has less to do about making decisions than it has to do with designing and modifying the processes by which decisions are made in order to maximize speed and efficiency while minimizing unacceptable consequences. The regulatory processes in a cognitive organization define those decisions that cannot or should not be resolved at lower levels within the organization. Ideally, these processes, as promulgated by formal regulations such as Air Force Instructions, ought to only exist for legal requirements, human safety, and catastrophe prevention. 44 Future lessons learned, best practices, and administrative activities will adapt and change too quickly to be addressed in formal regulations. Instead, these processes should be informal and networked across the organization and throughout the external environment where possible. In order for this to work, leadership must take a central role by setting and enforcing a vision that all members of the organization can understand and to which they can contribute. Peters and Waterman contend that organizations should be sailed rather than driven. 45 The cognitive organization sails on an ocean of change toward a determined goal or at least in a way that prevents sinking of the system.
In a cognitive system, typical authority figures will take on new roles and functions in order to maximize decentralization of decision-making while minimizing catastrophic results.
Instead of limiting authority of subordinates and restraining communication within and outside the organization, superiors will encourage independent thought, networked consensus, and swift authoritative action. Control will be provided by a vision set by the head of the organization, oversight of processes and outcomes, and mentorship of those actively making decisions.
Although superiors will be able to have full visibility into the activities and communications of subordinates through advanced network and computing technologies, they should not desire to affect decisions unless it appears the decisions will infringe on the regulatory requirements of the organization. In this way, leaders can intercede when required by circumstances while providing the most flexibility to subordinates. On the other hand, if a leader interferes too much, the organization will tend to revert to a hierarchical model and the speed and accuracy of networked consensus will be lost. Additionally, superiors should be willing and able to contribute to the process as an equal voice when appropriate. Finally, the most important control feature of a cognitive system is the ability to self-regulate. Jill Janov contends that when given a goal and limited constraints on freedom of action, teams of people are capable of self-regulating their behavior to suit both the needs of the organization and the best interests of the individuals. 46 Many of the controls that are currently in place deal largely with regulating individual and group behaviors. By reducing the time and energy expended managing these controls, the leaders can better husband limited resources to the fundamental, core responsibilities of the organization.
Control is a fundamental requirement of an organization. A cognitive organization attempts to eliminate many control functions performed by regulations and superiors; and replace them with clear vision from the "top" to the "bottom" of the organization. By shifting control of less important issues to the decision-makers at the edge of the system, the leaders are given more freedom to engage only when and where it is necessary.
The cognitive organization can be described as a loose confederation of teams, both ad hoc and standing, working toward the common goals of the organization. A current military example of standing teams exists within United States Southern Command where the staff is organized, not according to function, but according to role and mission. 47 This is a great way to break down traditional stovepipes, but can lead to new ones as the organization becomes more fixed in its wire-diagram. Another team-forming model is an ad hoc team that is specifically formed by leaders within an organization to solve a specific problem. 48 Tiger teams are currently put together to solve problems that cut across functional boundaries and rise to a level of concern to the leaders of the organization. The cognitive organization also uses both of these team types where appropriate, but adds a third element. Self-forming, task-centered teams are a fundamental element of a cognitive system. Individuals will recognize problems or opportunities, share information across a network, and form into teams to tackle the issue at hand. The team will form informally, solve the problem, and then dissolve. All of this will happen without the leader"s express consent. In this model there is no need for a middlemanagement echelon of control to exist. The teams are the fundamental building block of organizational decision-making and these teams will be in a continual state of change as they deal with new problems. All that is needed from the organization"s leadership is a clear vision of the goals and core capabilities of the organization. Teams will then be able to use networked consensus to get the best solution. The substance of these teams will be both human and computer-based.
The cognitive organization is not only based on people, but relies heavily on technology and organizational structures to bridge the gaps between teams and individuals, enable swift computations and simulations, and maintain the organizational memory required for long-term viability and success. Technology is already bridging the gaps between people, organizations, and cultures. E-mail provided the first steps in this direction, but social networks such as Facebook 49 and MySpace 50 are continuing the trend of networked connectivity of vast numbers of individuals. Taken a step further, on-line games involving vast numbers of players are increasingly popular and prove the concept that teams can form for a common purpose and then disband. Through this networking technology, distance is becoming less of a factor to an organization. A cognitive staff organization will be able to pull expertise from the world-wide Air Force where it is appropriate to do so. No longer will every function have to be physically represented "at" the organizational headquarters. Teams, through networking, will be worldwide and interdisciplinary in nature. Technology is the catalyst for this fundamental change and this trend toward networked teams will continue as long as technology continues to advance. As computing capabilities continue to advance, computational and simulation functions reserved previously for only the most sensitive projects will be readily available to the decision-makers of an organization. The cognitive organization takes full advantage of this by enabling the decision-makers and team members to run simulations and perform complex calculations in order to better understand potential outcomes of various decisions. There will be less "guesswork" and when potential outcomes pass certain thresholds, upper-level leadership can be automatically informed. Even more radically, machines will most likely act as full members of the team and contribute not only vast computing resources, but ideas and corporate memory.
Machines will bridge the gap not just between individuals and groups, but time as well.
Currently, formal corporate knowledge resides within regulations, policies, and technical guides.
In the cognitive organization, regulations will only be used for legal, safety, and catastrophe prevention. Policy will exist only to provide the leadership"s vision and general direction to the organization. Technical guides will exist but will be fully digitized and responsive to changes in training, materials, and processes. All the other functions of regulation will be done through computer/machine corporate memory. A current example of this capability is Wikipedia.
Already a self-regulating network of individuals contribute, edit, and self-regulate a website dedicated to an exchange of knowledge. 51 While only in its infancy, the potential power of Wiki-type processes to capture corporate memory and lessons learned is enormous. Most standard corporate processes now controlled by regulations and standard procedures could be handled by a Wikipedia-type system. Lessons learned and best practices would be immediately available to the entire organization and the system will learn, over time, who makes the best inputs to the network. The network will learn and enable even more cognitive capabilities within the organization. But technology is only half of the equation in a cognitive organization.
A cognitive organization seeks to find and develop creative people comfortable with change, at ease with responsibility, and capable of self-regulation. A cognitive organization must have risk-takers as decision-makers in order to thrive in a dynamic environment. Creative risk-taking is a fundamental requirement of experimentation. As previously noted, experimentation is necessary for quick adaption to a rapidly changing environment. The cognitive organization cannot simply reward success, but must actively reward those people who are willing and able to make decisions and take risk. In other words, the cognitive organization must have entrepreneur-minded people throughout the system, particularly on the edges.
Failures will occur and must occur for the cognitive organization to ultimately succeed. Peters and Waterman note that one attribute of a successful innovative company is "autonomy and entrepreneurship." 52 Jill Janov adds an inventive organizational culture evolves when it "rewards learning--risk-takers--and not just success." 53 An entrepreneurial risk-taker is not normally sought after in a hierarchical organization and is infrequently rewarded and promoted.
Finding, recruiting, and rewarding this type of person becomes a critical enabler of the cognitive organization. Risk-taking, coupled with creativity, provides the foundation for a successful cognitive organization.
inevitably fall upon the leaders of the organization, causing possible paralysis when faced with rapid and chaotic change. Decentralization of decision-making, networked teams, and appropriate levels of control are all required to make a cognitive organization function. In this way the cognitive organization begins to exhibit the characteristics of Janov"s inventive organization:
1) Everyone sees the big picture--knows how they contribute to the final product or service and understands the whole of the enterprise as well as its parts. 2) Everyone enhance efficiencies and corrects errors without asking permission.
3) Everyone acts in ways that provide service and support to the whole system. 4) Organizational boundaries--namely those that define job roles and functions--exist only to enhance organizational learning, the development of core competencies, and long-term viability. 54 The goal of the cognitive organization is to match people and resources to a rapidly changing environment in order to effectively and efficiently achieve the objectives of the organization without risking those processes that could destroy the organization or the object it is created to serve. Force staff action officer with little to no immediate oversight from higher authority.
The actors in the analysis will remain essentially the same in order to concentrate our efforts to understand how the organization will effect decisions and outcomes. The staff officer He is also told that the data has been disseminated to the action officers in the anti-terrorism section of force protection as well as to the experts in base defense. ASAI has an electronic portfolio available for his review and it is available through his hand-held device or via direct download through an inter-cranial bus port. 57 Jim elects to read the report on his hand-held and begins to ponder the potential effects of this new terrorist capability. He elects to put two routine tasks aside in order to organize a response to the threat.
Lt Gen Jones is also beginning his day with ASAI assistance. His staff is largely nonexistent since the AI takes care of most routine administrative work. He is also aware of the daily intelligence report, but is primarily concerned with the top ten items on the list. Item #14 piques his interest, but does not demand his immediate attention. ASAI helps him prioritize his efforts for the day. As Maj Smith decides to delay action on two routine tasks, ASAI notes the decision and will inform the General if and when the tasks will impact something outside the division. There is no level of management between the A3 58 and his staff officer. The A3 provides leadership, oversight for those processes that can produce catastrophic outcomes, and experience to teams when required. 1) the threat is significant and has the ability to shut down an air base 2) the swarming UAVs will slow the local commercial networks, but not shut them down 3) the threat will be operational within 2 to 4 weeks 4) current countermeasures available to base personnel will completely disrupt the commercial network, requiring several hours or days to restore after the attack Major Smith arrives at work on 25 March 2035 and is greeted by ASAI. ASAI informs him that the daily intelligence report has an item of interest for the UAV expert on the A3 staff.
He is also told that the data has been disseminated to the action officers in the anti-terrorism section of force protection as well as to the experts in base defense. ASAI has an electronic portfolio available for his review and it is available through his hand-held device or via direct download through an inter-cranial bus port. Jim elects to read the report on his hand-held and begins to ponder the potential effects of this new terrorist capability. Jim is working two routine issues for the A3. He decides this new threat capability requires additional effort and sends a message to his director Col Sands. Until he hears a reply, Jim starts work on the first of the two routine tasks while asking ASAI to put together a list of folks that would be helpful in dealing with the threat. 1) the threat has the ability to shut down an air base 2) the swarming UAVs will slow the local commercial networks, but not shut them down 3) current countermeasures available to base personnel will completely disrupt the commercial network, requiring several hours or days to restore after the attack Within 72 to 96 hours, Jim"s team has identified and evaluated a potential threat to an air base at a deployed location. DoS representatives become part of the team at this point. Jim is still waiting for other interagency assistance.
Base officials stand-up anti-UAV teams and the local OSI agent reports localized disruption of the local commercial network has been occurring for the last 4 days. The team is not immediately informed, since the OSI report is flowing through "normal" channels, and continues to work methodically to provide a better tactical solution. Additionally, the embassy staff is informed of the threat, but not of the potential impact to the commercial network.
Jim then informs his boss of the new threat, the steps taken thus far to understand the nature of the threat, and the team formed to present a solution to the problem. Within one week from the identification of a threat, the HAF solution team has begun to formulate a military only response to the threat. Any thought of long-term solutions has not begun and the team remains focused on the near-term military implications. The DoS is involved, but is playing catch-up to understand the full problem.
As of yet there is still no Treasury or Commerce involvement.
On April 7 2035, the terrorists strike. The UAV swarm is shut down by the local defenders but the commercial network is severely degraded, as expected. Embassy response is slow and the host nation"s economy begins an immediate downturn. The base is defended, but the host nation"s interests have been negatively impacted by a lack of planning and forethought.
Jim"s team is surprised by the timing of the attack and only then begins searching, in earnest, for a long-term countermeasure that will not impact the commercial network. nuclear weapons accountability, nation-state diplomacy, etc., it seems clear that the HAF will continue to be hierarchical in nature. However, the nature of the hierarchy must change.
Currently, power for decision-making resides at the highest levels of the organization, but must be devolved to the action officers interacting with the outside environment. One way of expressing this change is to say that centralized control of the bureaucracy needs to be "weakened" to centralized direction. Power in the future will not necessarily reside in the offices of general and flag officers. Individuals in the future will be more empowered in society at large and we can expect the same to be true of the military. Airmen will able and willingly to solve more complex problems and take on responsibility for their actions. The future HAF must harness these changes and not suppress them. Certainly field grade officers entrusted to serve on the Air Staff should be trusted to make decisions that may have far reaching implications with little oversight from superior officers. By enabling them to solve problems with networked teams of experts, the organization can increase the speed and accuracy of the organization"s decisions.
As seen in the case study, the cognitive organization could respond with more authority and speed due to the power Maj Smith enjoyed. The autonomy enjoyed by Maj Smith, and action officers like him, ought not be limitless (as in a purely organic organization). Senior leaders must place boundaries and retain some decisions to themselves. How much power a general officer retains will be dictated by law, limited resources, and level of acceptable risk.
The more a general officer can push down true decision-making authority, the faster the organization will be in producing solutions to complex problems. But decentralizing power alone is not enough to ensure success in the future.
A robust network, whether AI is included or not, is essential to the success of cognitive organizations. The decentralization of power risks individuals at the edges of the organization making wrong decisions. Some of this risk can be mitigated by networking experts so that the decision-making devolves not to "just" a single action officer, but to a robust team lead by an action officer. Leaders within the organization trust the networked group to work toward a common goal. By robust networking, enabled by the trust of superiors, stove-pipes can more easily be overcome. Senior officers can maintain situational awareness of multiple projects being undertaken by subordinate action officers through the network and intercede only when required or asked. A secure, robust network is the key infrastructure enabler to a cognitive organization. Without the network, the organization will assume the risks of a decentralized system without enjoying the benefits.
To become a cognitive organization, the HAF does not need to reinvent itself in some extraordinary, revolutionary way. It seems clear that the HAF should be coaxed by Air Force leadership to evolve into a more networked organization that has the potential to become cognitive. The right people must be recruited, trained, and, most importantly, educated to assume the role of strategic decision-maker at a much earlier stage in their careers. 62 Secondly, the Air Force must continue to invest in networking technology. Finally, senior officers must be willing to allow risk within their organization. By concentrating on these three elements, the HAF will be most likely poised for success in the future by growing into a cognitive organization. People are the power of any organization, so it is with people that I will begin to discuss an evolutionary approach to the cognitive HAF.
A successful organization of any type requires motivated, educated people throughout all levels of the system; however, a cognitive organization requires particularly skilled individuals at the edge of the organization that are both capable and willing to make decisions and incur risk.
The Air Force must reach out to society and entice individuals with an inherently entrepreneurial spirit, not only for the requirements of the Air Staff, but for the greater good of the Air Force as a whole. To do this, the Air Force must not simply look to recruit high school and college students, but must throw the net wider into industry and business. 63 Thought must be given to allow people to move into and out of the Air Force more freely in order to attract the type of people who want to take risks. The Reserves are a great venue to encourage this type of migration into and out of military service. By refreshing Airmen at all levels of the Air Force, the organization is more likely to include disparate opinions and frameworks which can be very useful to the solution of novel problems. Additionally, the Air Force must encourage serving Airmen to think outside established parameters when encountering both new situations and established processes. Air Force Smart Operations for the 21st Century is a first step to encouraging problem-solving and empowerment at the lowest levels. 64 This trend must continue and spread beyond process improvement into all levels of decision-making. Furthermore, promotion opportunities must not only be based on success, but on well-reasoned risk-taking.
the ratee, 65 but to the amount of responsibility the ratee seized when given the opportunity. The people that are successful at seeing and seizing opportunities are the Airmen that we want to promote and encourage. The Airman that simply takes the safe road will not be able to operate as an empowered individual. Finally, our Airmen must not just be trained, but must be educated.
Technical proficiency and tactical leadership are only the first elements of a well-trained Airman.
The Air Force must seek new ways to broaden and deepen the experiences of Airmen at every level. Virtual education may be one way that Airmen can grow intellectually. Some of this education will be mandatory, based on Air Force needs. There should also be opportunity to allow individuals to explore subjects of interest to them as well. Additionally, as Airmen move in and out of the wider society, new experiences will be able to shape and inform future decisionmakers. At the heart of the matter is developing Airmen to the point that they will be able and comfortable making decisions at the ten to fifteen year point in their careers that general officers with twenty-five plus years in service now make.
The crux of this issue then rests with where the appropriate levels of authority must reside. Certainly some decisions that are made by general officers today will continue to be made at that level in the future. As an example, critical decisions concerning the nuclear enterprise of the Air Force are now handled by general officers with a depth and breadth of experience which engenders the trust of the civilian leadership as well as the American people.
It can be expected that these types of decisions will be made by general officers in the world of 2035. But other decisions will be able to be made by field grade action officers. Current organizational literature focuses on the requirement of hierarchical organizations to the movement and control of knowledge and information. The requirement to ensure decisions that may have strategic or catastrophic consequences are made by appropriately authorized personnel is not explicitly explored by current literature. More research in this specific area is required to begin to understand where proper authority should reside with regard to potential outcomes.
Once a framework is understood, the appropriate authorities can be pushed to the lowest levels of the cognitive organization while retaining those decisions at higher levels when required. All of these actors, at both high and low levels of the organization, can then be tied together with a robust, efficient network.
The network of a cognitive organization forms its nervous system. The network serves to move information from one point in the organization to another as well as to the outside world, when required. As an information transfer system, the network must link all the required personnel when confronting any problem or opportunity. The network would be best served by an AI, but it is not necessary as long as processes are in place that can ensure the swift movement of key information throughout the network to the decision-maker and his team of experts. In addition to routing information, the network must also serve as a corporate memory of past experiences, both good and bad. These lessons learned should not be enshrined in regulations, but be made available to inform the decisions that are being made. 66 As mentioned before, regulations should exist only for those matters that involve legal requirements, human safety and catastrophe prevention. The Air Force should now begin identifying these essential regulations now and ensuring that they are given primacy in the current Air Force Instruction system.
Finally, any network that is fundamentally empowering must be robust and protected. Current efforts in cyberspace defense and offense must continue to be advanced to ensure the network is available when and where it is needed, especially given the global nature of cognitive teams as described in this paper.
Finally, Air Force leaders must change their current concept of control with regard to non-combat decision-making. The success of a cognitive organization rests with the level of authority the senior officials relinquish to subordinates. The Air Force has always contended that centralized control and decentralized execution is the best way to use airpower during conflict. Air Force leaders must now start developing a culture of centralized vision and decentralized execution in order to encourage the evolution of the current bureaucracy into a more cognitive form. To relinquish control involves risk and senior leaders will need to understand when and where they must intervene to control the decision-making process to prevent either catastrophic mistakes or missed opportunities. Air Force leaders already do this, primarily in operational contexts, but this trait must be encouraged in staff environments, as well, in order to ensure future success. Finally, senior leaders must not strengthen stove-pipes. In fact, stove-pipes must be actively weakened to enable the free flow of critical information to all parts of the organization in spite of the risks involved. The best way to describe this trust is to say that direct liaison is an implied authority for all action officers and is not something that has to be explicitly given, as it is today. Air Force leaders will continue to lead, but the manner of leadership must be different in order to be effective.
The future is uncertain and full of both risk and opportunities. A successful Air Force will be one that has an Air Staff that is adaptable to novel situations, yet one that is also stable enough to provide consistent guidance and prevent catastrophic failure. The cognitive organization, as described in this paper, offers a compelling solution to the problem of organizing for the future. The price to be paid for an increase in HAF effectiveness and efficiency will not come from a revolutionary change in the organization. Instead, a successful change will rely upon the evolutionary integration of social and technological change,
